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ABSTRACT
We presentanapproachto somesecurityproblemsin multi-agent
systemsbasedon distributed trust and the delegation of permis-
sions,andcredibility. We assumean openenvironmentin which
agentsmustinteractwith otheragentswith which they arenot fa-
miliar. In particular, an agentwill receive requestsandassertions
from otheragentsandmustdecidehow to acton therequestsand
assessthe credibility of the assertions.In a closedenvironment,
agentshave well known and familiar transactionpartnerswhose
rights and credibility are known. The problem thus reducesto
authentication– the reliableidentificationof agents’true identity.
In an openenvironment,however, agentsmust transactbusiness
evenwhenknowing thetrueidentitiesis un-informative. Decisions
aboutwho to believe andwho to servemustbebasedonanagent’s
properties.Thesepropertiesareestablishedby proving themfrom
an agent’s credentials,delegation assertions,and the appropriate
securitypolicy. We begin by describingour approachandthecon-
ceptson which it is built. Thenwe presenta designthatprovides
securityfunctions(authorizationand credibility assessment)in a
typical agentframework (FIPA) anddescribeinitial work in its re-
alizationusingthesemanticweblanguageDAML+OIL.

1. INTRODUCTION
Thoughtherehasbeensomeresearchin trustbasedsecurityfor

multi-agentsystems,generallymulti-agentsystemshavealwaysre-
lied on traditional securityschemeslike accesscontrol lists, role
basedaccesscontrol andpublic key infrastructure. Thesephysi-
cal methodsusesystem-basedcontrolsto verify the identity of an
agentor process,explicitly enablingor restrictingtheability to use,
change,or view acomputerresource.However thesemethodsgen-
erally requiresomesortof centralrepositoryor control to provide
authenticationandneedto storeaccesscontrol informationfor in-
dividual agentsor groupsof agents.Webelieve thattheseschemes
will not scaleadequatelyor provide the increasedflexibility re-
quiredfor emerging dynamicmulti-agentsystemsthat consistsof
an extremely large numberof agentsthat arespreadover a large
geographicarea[11] like theagentcitiesproject1. Hencewe argue
that it no longermakessenseto divide authorizationinto authenti-
cationandaccesscontrol[16, 14].

Weproposeasecurityframework for multi-agentsystemswhich
isbasedondistributedtrustmanagement.Distributedtrustmanage-
mentinvolvesproving thatanagenthastheability to accesssome
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service/resourcesolelyby verifying thatits credentialscomplywith
thesecuritypolicy of therequestedservice[16, 2]. Thesecreden-
tials includepropertiesof the agent,for example,membershipin
certainorganizations,ageor hostof the agent,recommendations
anddelegationsby otheragents.Theprocessof verifying thecre-
dentialsis itself underthe securitypolicy of the verifying agent.
Aspectsof trustmanagementincludecreatingsecuritypolicies,as-
sociatingcredentialswith certainabilitiesandreasoningover these
policiesandcredentialsto decidetherightsof anagent.Our trust
managementsystemincludesa trust ontologyfor specifyingenti-
ties or principals,policies,credentials,a mechanismfor verifying
credentialsanda mechanismfor checkingif the credentialscon-
form to thepolicy. Thepolicy includesa setof rulesthatassociate
a requiredsetof credentialswith a certainability or right; imply-
ing thatonly agentswith thespecifiedcredentialscanpossessthe
ability.

Agentscommunicatetheir beliefswith eachotherfor trustman-
agement.Beliefs areexchangedin termsof delegations,creden-
tials,abilitiesof otheragentsandtrustvalues.An agentwill reason
aboutbeliefs(its own andof otheragents)andpolicieswhile mak-
ing authorizationdecisions.

Thisframework,basedonFIPA specifications[6], addressesmany
of thesecuritythreatsgenerallyassociatedwith Multi-Agent Sys-
tems(MAS) [20]. The challengesusually associatedwith MAS
arecorruptednaming(AgentManagementSystem)andmatchmak-
ing (DirectoryFacilitator)services,insecurecommunication,inse-
curedelegations,lack of accountability, accesscontrol for foreign
agents,andlackof centralcontrol[20].

2. RELATED WORK
Therehasbeena lot of interestingwork in securityfor multi-

agentsystems,andin thissectionwedescribesomeresearchprojects
thataremostrelevantto ours.

WongandSycaradescribethedesignof asecurityinfrastructure
for multi-agentsystems[20]. Their work is basedon RETSINA,
a resuablemulti-agentinfrastructure. The authorsdescribesev-
eralthreatsassociatedwith multi-agentsystemswith respectto the
RETSINA framework; corruptedagentnamingserversor match-
makers, insecurecommunicationchannels,insecuredelegations,
andlackof accountability. To preventthethreatof corruptedANSs
or matchmakers, the authorsbelieve it is necessaryto use only
trustedANSsandmatchmakersthatbehaveasthey should,by only
servicingvalid requests,inserting/removingentriesfromtheirdatabase
in awaythatis consistentwith therequestandgiving responsesthat
areconsistentwith their databases.As a wayof counteractinglack
of accountability, all agentsshouldbegivenproofsof identity that

27



Report Documentation Page Form Approved
OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number. 

1. REPORT DATE 
2005 2. REPORT TYPE 

3. DATES COVERED 
  -   

4. TITLE AND SUBTITLE 
Developing Secure Agent Systems Using Delegation Based Trust
Management 

5a. CONTRACT NUMBER 

5b. GRANT NUMBER 

5c. PROGRAM ELEMENT NUMBER 

6. AUTHOR(S) 5d. PROJECT NUMBER 

5e. TASK NUMBER 

5f. WORK UNIT NUMBER 

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 
Defense Advanced Research Projects Agency,3701 North Fairfax 
Drive,Arlington,VA,22203-1714 

8. PERFORMING ORGANIZATION
REPORT NUMBER 

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’S ACRONYM(S) 

11. SPONSOR/MONITOR’S REPORT 
NUMBER(S) 

12. DISTRIBUTION/AVAILABILITY STATEMENT 
Approved for public release; distribution unlimited 

13. SUPPLEMENTARY NOTES 

14. ABSTRACT 
see report 

15. SUBJECT TERMS 

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 
ABSTRACT 

18. NUMBER
OF PAGES 

8 

19a. NAME OF
RESPONSIBLE PERSON 

a. REPORT 
unclassified 

b. ABSTRACT 
unclassified 

c. THIS PAGE 
unclassified 

Standard Form 298 (Rev. 8-98) 
Prescribed by ANSI Std Z39-18 



cannotbeforgedanddeployersof agentsshouldbemaderesponsi-
ble for theactionsof theiragents.Communicationchannelsshould
be madesecureandagentsshouldbe madeto prove that they are
delegateesof whomthey claim to be. Certificatesareusedto link
agentsto actionsanddeployers to agentsfor accountability. The
authorsdescribemechanismsfor agentkey certificationandrevo-
cation, in which the deployer interactswith the ACA. Then they
discussprotocolsfor registration,unregistrationand lookup. To
handleinsecurecommunicationchannels,the authorsplan to add
SSL (securesocket layer) underneaththeir agentcommunication
layer.

In their paper’DistributedTrustin OpenMulti-Agent Systems’,
the authorsbuild on earlierwork by Herzberg et al [8] to define
an infrastructurefor distributedtrust in multi-agentsystems[15].
Following Herzberg’s assumptions,the authorsthink that identity
is not requiredfor trustmanagement,andthat thereis no needfor
a centralizedcertificatemechanismor trustedthird parties. This
work is basedontheuseof certificates.Mostrolebasedaccesscon-
trol mechanismsmapusers’identitiesto role. However this is not
theapproachusedin this work; anagentusesits policy to mapan-
otheragentto arole,basedonthelatter’scertificates[8]. Any agent
canbea certificateissuer, andmaynot beglobally trusted.An is-
sueris trustedwhenit canprovide sufficientcertificatesfrom other
issuerstosatisfytherequester’spolicy. An agentcouldhaveseveral
certificatescertifying its capabilitiesand its performance.These
certificateswill befrom otheragentsthathaveusedtheagent’sser-
vices.However thesecertifyingagentsmaynotbeglobally trusted.
If anagentX needsto find aparticularservice,it sendsarequestto
theMatchMaker in asystemlikeRETSINA [20]. TheMatchMaker
will returna list of matchingagentsandtheir certificates.There-
questingagentwill reasonaboutthesecertificatesto decidewhich
agentscanbetrusted.Thepolicy will definerulesfor decidingtrust
levels basedon thecertificates.To solve theproblemof authoriz-
ing accessingagents,every agenthasaspartof its architecturean
accesscontrolmechanism.This componenthelpstheagentdecide
which servicesshouldbeaccessibleto a certainagent.Theaccess
control componentusescertificatesto mapan accessingagentto
a role, andthenusesrole basedaccesscontrol to decideits access
rights.

In his paper, Hu explainshow to build up anagentorientedPKI
anddemonstratessomedelegationmechanismsfor it [9]. In this
agentorientedPKI, therearetwo typesof certificates;identity cer-
tificatesfor humansandtheir agent,andauthorizationcertificates
for humansandagents.Authorizationcertificatesareusedto repre-
sentauthorizationsby entities.Theseincludethepublickey for the
grantingentity, thepublickey of theentity receiving theauthoriza-
tion, the actualauthorization(accessright), re-delegationbit, and
thevalidationperiod. However, there-delegationbit alwayssetto
1, becausetheauthordoesnot have any fail-proof methodof pre-
ventingre-delegation. Thoughthereis a differencebetweentrust
betweenhumansandagentsandbetweenagents,theauthormod-
elsthemin thesameway. Hu alsodescribes3 typesof delegations;
chain-ruled,threshold,andconditional. In chain-ruledthe access
rights aredelegatedin a cascadingmanner. Thresholddelegation
allows an entity to delegateto multiple subjects. Thesesubjects
mustco-operatewith eachotherto performthedelegation. When
thesubjecthasto satisfycertainconditionsin oderto usethedel-
egation,it is calledconditionaldelegation. As authorizationscan
be re-delegated,they form delegationnetworks. The verification
processchecksthatevery entity in thedelegationnetwork hasthe
authority to re-delegate,that all the authorizationsarewithin the
validity period,andthatnoneof therequiredcertificateshave been
revoked.However, thisstudydoesnotincludemechanismsfor han-

dling revocationof certificates.Theverificationcaneitherbedone
by a TrustedThird Party or the original issueragent.Usually the
serviceguardianauthorizesotheragentsto usetheservice,who in
turn authorizeotheragents.Generallytheoriginal issueragentis
theverifying authorityaswell. Rulesfor verifying anauthorityare
specifiedaspartof thedelegationpolicieswithin theoriginal issuer
agent’s rule base.If a TrustedThird Party is responsiblefor verifi-
cationof authorityvalidity, thenit is alsoresponsiblefor all theser-
vice accesscontrol. Theauthorhasincludedseveralperformatives
for human/agentidentity certificatemanagementandhuman/agent
authorizationcertificatemanagement.Hu alsodescribeshow these
performativesareencodedin XML for agentcommunication.

Posladetal. describethesecurityandtrustnotionscurrentlypart
of theFIPA specificationsandpoint out someof its strengthsand
weaknesses[17]. TheFIPA securityspecificationswerestartedin
1998,but arestill not completeandhave actuallybeenmadeobso-
leteby FIPA. Theauthorsbelievethatsecurityis domaindependent
and that it is not possibleto have a generalsecurityarchitecture
which is suitablefor all applications.Theauthorsdescribethetrust
modelsexistingin FIPA. All agentsthatwantto useservicesor pro-
vide servicesin a platformmustregisterwith theplatform’s Agent
ManagementSystem(AMS). The AMS is trustedand maintains
the identity of all registeredagents.However asauthenticationis
notmandated,spoofingis possible.AMS is responsiblefor thelife
cycle for all agentsin theplatformandagentsmustreportall sig-
nificant changesto the AMS andallow the AMS to control their
life cycles.However anagentneednotobey ordersfrom theAMS,
causingtheAMS to take someothercourseof actionlike usingan
externalAPI or de-registeringtheagent.Agentsalsoregistertheir
capabilities/serviceswith theDirectoryFacilitator(DF). Thereare
nospecificationsaboutthis registration,soamaliciousagentcould
causealot of damageby registeringnon-existentservices,register-
ing wrong servicedescriptionsetc. FIPA doesnot definehow ac-
cessingagentscanspecifytheirpreferences.Thereexistsatrustre-
lationshipbetweentheAgentCommunicationChannel(ACC) and
registeredagents.TheACC is trustedto transmitthemessagesin
a timely fashionandto maintaintheintegrity of themessages.The
FIPA securitymodel[7] definesmechanismsfor keepingmessages
private,mechanismsto checktheintegrity of messagesandauthen-
tication messages.This modelextendsthe functionality of AMS
and DF and introducesan entity called Agent Platform Security
Manager(APSM),which is responsiblefor maintainingsecurityin
theplatform.TheAMS usespublickey infrastructuremechanisms
for authenticatingagentswishing to register with it. This raises
issuesrelatedto PKI [3]. Theagentsdefineadditionalsecuritypa-
rametersas part of their servicedescriptionswhich they register
with theDF. Thecurrentspecificationsalsoincludesomesugges-
tions for secureAgent CommunicationLanguage(ACL) commu-
nications,mainly theenvelopconstruct.Certainkeywordslike au-
thentication,non-repudiationetccanbeusedto expressa level of
security. Whenanagentrequestsaservice,it is theresponsibilityof
the messagetransportlayer to encapsulatethemessagesbasedon
theselevels. Thesemanticsof thesekeywordsareprovidedby the
platform. Theauthorsproposecertainrequirementsfor addingse-
curity to FIPA systems,includingauthenticationof agentsby mid-
dle agents(AMS andDF) whenwriting to directoriesaccessedvia
middle agents,useof private channelto sendmessages,andau-
thenticationof middleagentsby agentsfor bi-directionaltrust.

3. DESIGN
This modelprovidessecuritybasedondistributedtrustmanage-

ment for open,dynamicagentplatforms,with methodsfor intra-
platformandinter-platformsecurity.
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Agentsareauthorizedto accessacertainserviceif they have the
requiredcredentials.Our work is similar to role basedaccesscon-
trol in thata user’s accessrightsarecomputedfrom its properties.
However, we useadditionalontologiesthat include not just role
hierarchiesbut any propertiesand constraintsexpressedin a se-
manticlanguageincludingelementsof bothdescriptionlogicsand
declarative rules. For example,therecould a rule specifyingthat
if anagentin a meetingroomis usingtheprojector, it is probably
a presenterandshouldbeallowedto usethecomputertoo. In this
way, rights can be assigneddynamicallywithout creatinga new
role. Similarly, rightscanberevokedfrom auserwithoutchanging
his/herrole, makingthis approachmoreflexible andmaintainable
thanrole basedaccesscontrol.

We extendthe functionality of the Agent ManagementSystem
(AMS) andthe Directory Facilitator (DF) to managesecurityfor
theplatform,asnotall agentsshouldbeableto registeronapartic-
ular platformor usea certainDF. Similarly, agentsarealsogiven
someaccesscontrolability. TheAMS, DF andagentsfollow cer-
tainsecuritypoliciestodecidetheaccessrightsof requestingagents.

Oursystemaddressesthechallengesassociatedwith MAS, namely,
corruptedAMS and DF, insecurecommunication,insecuredele-
gations,lack of accountability, accesscontrol for foreign agents,
and lack of centralcontrol. The modelmanagescorruptednam-
ing andmatchmakingservicesby usinga PKI handshakingproto-
col betweentheagentandtheAMS to verify validity of bothpar-
ties. All messagesareencryptedaccordingto Public Key Infras-
tructure.However we do not usethesecertificatesfor authenticat-
ing agentsbut for exchangingmessagessecurely. Our delegation
mechanismis able to thwart any invalid or insecuredelegations.
Only agentswith theright to delegatecanactuallymake valid del-
egationsthat changethe accessrights of otheragents.All agents
areheldaccountablefor their actionsbecausethey have to signall
servicequeriesandrequestswith their own privatekey. As there
is a uniqueprivatekey public key pair, oncean agentsignsa re-
quest,theagentcanbeheldaccountable.Our infrastructureallows
foreignor unknown agentsaccessinto thesystemusingtrustman-
agement.Whenanunknown agenttriesto registerwith aplatform,
the platform checksthe agentscredentials,anddecidesits rights
with that platform basedon the securitypolicy. Multiagent sys-
temsare inherentlydecentralizedand it is not possibleto have a
centraldatabaseof accessrightsor policies.This is not a problem
in our systemasno centralinformationis required.Thepolicy is
enforcedindividually at theentity processingtherequest.Thepol-
icy is enforcedat two levels; at the platform level, whereaccess
to theAMS andDF is controlledandat theagentlevel, wherean
agentcanspecifywhocanaccessits services.

Agentsareableto delegatetheir rightsin acontrolledandsecure
fashion.For example,if agentA delegatessomeserviceto agentB,
andagentB triesto delegatethisserviceto agentC, thenthesecond
delegationwill fail asagentA did not give agentB the ability to
redelegate.

Theagentsusea semanticlanguagelike DAML+OIL [4] asan
ontologylanguage.DAML+OIL is anontologylanguagefor mark-
ing up resources,andis basicallybeingdevelopedfor the realiza-
tion of the SemanticWeb2. The agentsexpresssecurityinforma-
tion includingcredentials,delegations,andpoliciesin DAML+OIL
makingit easierfor otheragentsto interpretthemcorrectly.

3.1 Security Classification
Weclassifysecurityinto two levelsdependingonwhereit is en-

forced: platformor agent. In platformsecurity, theAMS andDF
�

W3C’s Ontology Wrapper Language (OWL) is based on
DAML+OIL

have additionalsecurityfeatures.TheAMS candecidewhetheror
not to allow anagentto register, searchor useits otherfunctions.
Similarly, theDF canalsodecidewhetherto allow anagentto reg-
ister, modify or searchfor agentsbasedon certainaccesscontrol
information.An agent,while registeringwith a platform,cansend
somesecurityinformationto theAMS specifyingits securitycat-
egory; private, secure or open. A privateagent’s Agent Identifier
(AID) is not displayedto any other agentby the AMS, a secure
agenthasto sendsomeaccesscontrolinformationsothattheAMS
canfilter requeststo theagentandandanopenagentis visibleto all
agents.Similarly, while registeringits serviceswith aDF, theagent
canchoosea category for eachservice. For example,an agentA
canregisterasan openagentwith the AMS andregistertwo ser-
vices with the DF, a GPSservicewhich is openanda navigator
servicewhich is secure.AgentA alsospecifiesthatonly agentB,
with certaincredentials,canaccessthenavigatorservice.In agent
security, the agentusesa policy to decidehow to further validate
servicerequests.

3.2 Platform Security
In platformsecuritytheAMS andDF usedistributedtrustman-

agementprinciplesto authorizerequeststo their services.

3.2.1 SecurityModulefor an AMS
Whenan agentwantsto registerwith the AMS, it signsit’ s re-

questandsendsit to the AMS, alongwith its digital identity cer-
tificate. The AMS verifiesthe certificatebasedon the rules. The
rulescouldbeof the form, anentity X of theorganizationY with
a certificatefrom trustedCertificateAuthority CA(Y) is valid. Or
therecouldbearulesaying,for all certificatesfrom organizationZ,
calculatecertificationpathandverify with theCA. If thecertificate
is valid, theAMS checksthesignature.TheAMS usesits policies
to decidewhataccessrightstheagenthason theplatform.

If theagentdoesnot have theright to registerwith theAMS, its
requestis denied. If theagentdoeshave the right to registerwith
the AMS, the AMS startsthe handshakingprotocol that is com-
monin PublicKey Systems.It sendstheagenta smallmessage,a
nonce,encryptedwith theagentspublic key, andattachestheplat-
formscertificate,to theaddressspecifiedby the requestingagent.
This is not only doneso that both partiescan verify eachother,
but alsoin orderto verify theagentslocation,preventspoofingand
securelyexchangeinformation. The agentcannow go aheadand
verify theplatformscertificate.It thenrepliesto theAMS with the
samenonceencryptedwith the platformspublic key. On receiv-
ing this, theAMS createsa trustcertificatecontainingtheplatform
relatedrightsof theagent,theassociatedpublic key, time validity
andotherrelevant informationandsendsit back. This certificate
is valid only for a shorttime, afterwhich theagenthasto startthe
registrationprocessagain.Thisperiodis directlybasedonthelevel
of trustassociatedwith theagentor in facttheagent’s reputationin
theplatform. Usinga trustcertificateenablestheAMS andDF to
skip the recheckingof theagents’credentialseverytimethe agent
triesto usetheservicesof theplatform.

After creatingthetrustcertificate,theAMS will inform theagent
aboutall theagentsthatareeitherin the opencategory or the se-
curecategory for which the agentfulfills the requiredconditions
for access.During theperiodof validity of thetrustcertificate,the
agentcanmake requeststo accessthe AMSs services.Thesere-
questshave to besigned.TheAMS doesnot needto checkall the
credentialsof theagent,but only verifiesthattheagenthastheright
to therequestedservice.

3.2.2 SecurityModulefor a DF
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After obtaininga trust certificatefrom the AMS of a platform,
theagentcanaccessvariousservicesof theAMS andtheDFs.Us-
ing the trust certificate,an agentcanregisterits serviceswith the
DF, if the platformspolicy allows that particularagentto usethe
DF. Thisserviceregistrationmessageis signedwith theagentspri-
vatekey, andactsasadigital signature.This forcesagentsto beac-
countablefor their actions.TheDF verifiesthetrustcertificateand
checksthatthetrustcertificateis valid andbelongsto theagent.It
retrievestheagentspublickey from thetrustcertificate,andchecks
the signatureof the registrationmessage.If the certificatestates
that the agenthasthe right to register, the DF proceedswith the
registration. An agentcanregisterits differentservicesunderdif-
ferentcategories. This servicedescriptionis alsoin DAML+OIL,
makingthesearchingmoresemanticandmoreflexible. To query
theDF, theagentsendsa signedquerymessageto theDF. TheDF
verifiesthemessageandthechecksthecategory of theservicethat
fulfills thesearchquery, theconditionsattachedif asecureservice,
andtheaccessrightsof the requesterbeforesendingbackany re-
sults.Theseresultsareencryptedwith theagentspublickey, which
is associatedwith thetrustcertificate.

Agentscan’delegate’authorizationability to theDF if they share
domainontology. If anagentcannotusetheDF for makingautho-
rizationdecisionson its behalf,thentheagenthasto containa trust
managementengineandinterpretits own policies.This makesthe
presenceof theenginein anagentoptional,allowing agentsto run
on smaller, lightweight,devices.TheAMS/DF hasa list of condi-
tionsthatanagentmustsatisfyin orderto contactaparticularagent
or usea particularservice.However theAMS andDF needto un-
derstandtheserviceagent’s3 policy or haveaccessto its knowledge
base.It is uptotheserviceagentto make surethattheseconditions
areaccurateandconformto its policy. In somecases,theAMS or
DF cannotunderstandthe associatedconditions. Then,basedon
thepolicy of theplatform,theAMS andDF candecideto rejectall
requestsfor theagentor serviceor acceptall requestsandforward
themto theappropriateserviceagentfor interpretation.

3.3 Agent Security
Theauthorizationdecisionscarriedout by individual agentsfor

accessto their servicescomprisesagentsecurity.

3.3.1 SecurityModulefor Agent
Every serviceagenthastwo modesof operationasanownerof

a serviceandasa requesterof a service.
Ownerof a service

Securityon the agentssidecanbe handledin multiple ways. An
agentcandecideto register its servicesasopenor private on the
DF, sothattheagentitself is completelyresponsiblefor accesscon-
trol. Thesecondway, is for theagentto categorizeits servicesas
secure andspecify the accesscontrol conditionsin the DF. If the
agenttruststheDF completely, it canrely on theDF to handleac-
cesscontrolandtheagentneednothaveasecuritymoduleatall. If
the agentdoesnot trust theDF, it canimplementits own security
modulefor stricteraccesscontrol. In this case,after the requests
arefilteredby theDF, they canbere-verifiedby theserviceagent.

Requesterof a service
After anagentreceivesa matchinglist of servicesasa resultof its
DF query, it triesto executeoneof them.Theagentsendsarequest
to the serviceagentand attachesits identity certificateand trust
certificate.This messageis encryptedusingtheagentsprivatekey.
The receiving agentcarriesout similar reasoningasthe AMS, by
goingthroughits certificateverificationrulesto verify the identity
certificateandtrust certificate. If both thecertificatesarevalid, it

�

Theagentcontrollinga serviceis known asserviceagent

verifiesthesignature.It thenusesits securitypolicy to decideif the
agentmeetsits requirementsfor accessingthat particularservice.
If all thechecksarevalid, thenthereceiving agentsendstheresult
backencryptedwith thesenderspublic key. Theagentdoesnot go
throughthehandshakingprocedurebecausethesenderhasa valid
trustcertificatefrom theplatform. Evenafter theplatformchecks
by the AMS and DF, a serviceagentmay decidenot to honora
certainrequest,becausetheremaybecertainadditionalconstraints
it requiresthattherequestingagentfails to meet.

4. INTER PLATFORM SECURITY
If an agentis alreadyregisteredwith a platform and wantsto

accesstheAMS or DF on anotherplatform,theagentshouldsend
alongwith its identity certificate,its currenttrustcertificate,which
containsinformationaboutits accessrights. The remoteplatform
decidesthe agentsrights in the normal fashionbasedon its own
securitypolicy, andmay take into considerationthe platform that
theagentis currentlyregisteredon.

DF’s of differentplatformscanbeaccessedif they registerwith
eachotherthroughprinciplesof federationsof DF [6]. If anagent
is searchingfor a particularservice,and its DF cannotfind any
matchingservice,the DF will forward the requestwith the trust
certificateto theotherDFsregisteredwith it. TheseDFswill pro-
cesstheagentsrequestasnormalandreturntheresults.

5. VERIFICA TION OF CREDENTIALS
Credentialsarepropertiesof agentsthat aredescribedin a se-

manticlanguageandsignedby otheragents.Delegationsarespe-
cial credentialsandarediscussedin detail in Section6. In orderto
acceptcredentialsof otheragents,anagentmustbeableto verify
thesecredentials.Verificationcanbe carriedout in the following
ways

� Simple Verification : In this scheme,a serviceagentex-
pectsall the credentialsnecessarilyat the time of request.
In orderto useits services,a requestingagentmustsendall
requiredcredentialsalongwith the requestfor service.The
serviceagentwill checkits knowledgebase,and question
otheragentsabouttheir beliefsin orderto verify thecreden-
tials. SupposeagentA hasanalarmservicewhich requires
that requestersbe AAAI members.The securitypolicy of
agentA alsostatesthat the agentXYZ shouldbe trustedto
verify AAAI certificates.An agentB sendsA arequestto use
theservicealongwith its certificatefrom theAAAI CA. This
certificatestatesthatthebearerof thiscertificateis amember
of AAAI. AgentA asksagentXYZ to verify thecertificate.
If thecertificateis valid thenagentB is authorizedto usethe
alarmservice.If agentB did notsendtherequiredcertificate
or sentaninvalid certificate,its requestwould bedenied.

� Negotiation: Certainserviceagentsmayprovideamorein-
teractive requestingmechanism.If therequestedagentdoes
not provide thecorrectcredentialsto accesstheservice,the
serviceagentasksthe requesterfor specificadditionalcre-
dentials.For example,aserviceagentA only allowsemploy-
eesof XYZ Pvt. Ltd. to accessits services,andacceptsdele-
gationsfrom theseemployees.AgentB approachesagentA
with a credentialfrom AAAI. AgentA decidesthat thecre-
dentialis notgoodenoughandaskstheagentB to prove that
it is an employeeof XYZ or if B hasa delegationfrom an
employee.AgentB possessesa delegationfrom Bob who is
anemployeeof XYZ andsendsthis delegationto A. A ver-
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ifies thedelegationandthechainof delegationsanddecides
to authorizeagentB’s request.

� Third Party : Someserviceagentsdonothave theresources
to verify credentialsand so requesttrustedthird partiesto
handlethe verification on their behalf. Supposea trusted
agent,C, did have the resourcesandthe inclination to help
agentA, agentA would sendB’s credentialsto C to beveri-
fied andwould trustC’s response.C couldeitherusesimple
verificationor negotiationto verify thesecredentials.

6. DELEGATIONS
An agenthastheability to makeany delegation,but whetherit is

honoreddependson variousfactors,including thesecuritypolicy,
the agent’s rights, andthe rightsof the agentsaheadit in the del-
egationchain. Agentsarenot preventedfrom makingdelegations,
but thedelegationsby unauthorizedagentsareconsideredinvalid.
Only agentswith theability to delegatecanmakevalid delegations.
Valid delegationschangeaccessrightsof otheragents.Theright to
delegateisdefinedimplicitly andexplicitly. Implicitly, anagentcan
delegaterightsto any serviceit offers.Explicitly, anagentthathas
beengiventheright to delegateby anauthorizedagentcanperform
valid delegations,aslong asthe delegationfulfills the constraints
of the previous delegation. This forms a chainof constraints;the
agentat theendof thechainmustsatisfyall theconstraintsassoci-
atedwith thedelegationsin thechain.Our delegationmechanism,
written in logic, verifies that the requestingagentsatisfiesall the
constraintsof thedelegationsbeforeit in thechain.

Our framework allows certainauthorizedagentsto delegateac-
cessrights,with restrictionsattached,to otheragents.A delegation
usuallyhasconstraintsattached,suchasonethat limits theaccess
to acertainperiod,or to whomtheright canbere-delegated.A del-
egationconsistsof variousinformation;delegator, right,constraints
ondelegatee,constraintsonexecution,constraintsonre-delegation
andtime period. By usingconstraintson delegatee,the delegator
canspecifywhomto delegateto. For example,a delegationcould
beconferredon all agentswith certificatesfrom a certainCA and
registeredwith acertainplatform.By restrictingwhichof thedele-
gateecanactuallyusetheright, thedelegatorcanpreventwrongful
executionof theright. Constraintson re-delegationallow thedele-
gatorto decidewhethertheright canbere-delegatedandto whom
it canbere-delegated.Wehavedevelopedrulesthatcapturethis in-
formationandenforcesecurityby checkingtheseconstraintsat the
right time. Wehaveseparatedtheconstraintsonexecutionfrom the
constraintson delegatee,to make delegationmoreflexible andits
managementmorecomplete.

6.1 DelegationManagement
Thoughdelegationis very importantfor thepropagationof trust,

managingdelegationsin a distributedanddynamicenvironmentis
ratherdifficult. Considerthefollowing example,anagent(delega-
tor), who is delegateda certainright, delegatesit to anotheragent
(delegatee)andgoesdown immediately. Thedelegateeasksto use
the certainresourceandpresentsits delegationcertificate. How-
ever this requestcannotbevalidatedbecausethedelegator’sability
to delegatecannotbechecked.

Wesuggestthreeschemesfor managingdelegations
DelegationChainThepreviousexamplecanbesolvedby mak-

ing thedelegatorattachits own delegationcertificateto thenewly
createddelegationbeforesendingit to the delegatee.This means
thatevery agentwill have to storea chainof delegationcertificates
leadingto its own delegation, in order to validate its delegation.
This is not feasiblebecauseeachchaincouldbeverylongandthere

couldbeseveraldelegationsfor everyagent.To reducethenumber
of certificatesin achain,certificatereductioncouldbeused[1], but
theoriginaldelegatormaynotbeaccessible.

CentralizedDelegationTo avoid handlingandprocessingchains
of delegations,all delegationscanbeaddressedto theserviceagent
or the agentplatform responsiblefor the serviceagent. However
this schemehastwo problems;it is rathercentralizedandthedele-
gatormaynotbeableto accesseithertheserviceagentor theagent
platformat thetimeof thedelegation.

Delegationson the Web The last schemeis to continueusing
delegationchains,but insteadof storingthechainswithin theagent,
the chainscouldbe storedon web pages.In orderto prove it has
a certainability, anagentcouldpoint to a certaindelegationon its
delegationpage.Thisdelegationin turnwouldreferto adelegation
onthepageof theagentwhomadethedelegator. By traversingthis
delegations,theagentplatformand/orserviceagentwould beable
to verify thedelegationanddecidewhetheror not to authorizethe
request.

7. TRUST PERFORMATIVES AND INTER-
ACTION PROTOCOLS

FIPA is basedon speechacts,predicatelogic andpublic ontolo-
gies.Speechactsarewaysof communicatingor expressingoneself
[18]. A speechactonly succeedsif it is understoodby the recip-
ient asintended.However FIPA doesnot includethe speechacts
requiredfor trust management.As part of this securityinitiative,
several speechacts,thatarecommonto distributedtrustdomains,
will bemodeled.In this framework, agentswill usecertainspeech
actsto explaintheir intent;delegating,requestingetc.For example,
”I delegateto you theability to accessmy files for onehour”, or ”I
requestyou to delegateto metheuseof your workstation”. These
statementscontaina lot of informationthat needsto be captured.
An ontology, groundedin DAML+OIL will be usedto describe
thesespeechacts. This ontologywill enablethe audienceto cor-
rectly interpretthe speechact and understandits purpose. FIPA
Communicative Acts describea setof ”utterances”usedin multi-
agentsystems,and FIPA InteractionProtocolspecifiesthe order
of messagesexchanged.Thoughmostof the communicationbe-
tweentheagentscanbemodeledwith existingFIPA performative,
we believe certainadditionalperformativesarerequiredfor agent
securityandtrust.

The performatives that will be addedare RequestPermission,
Delegate,RequestVerification,andCredentialRequired.

� RequestPermission
Theactionof askinganotheragentfor permissionto access
a certainservice.

� Delegate
Theactionof delegatingto anotheragentor groupof agents
theability to performa certainactionona certainservice.

� CredentialRequired
Theactionof askingthe recipientto provide additionalcre-
dentials.Thecontentis thecredentialrequiredandthis per-
formative is theresponseto arequestwheretherecipientdid
notprovide thecorrectcredentials.

� RequestVerification
Theactionof askingthe recipientto verify credentialssup-
pliedby anagentrequestingaccessto thesender’s service.

Using existing FIPA communicative actsandthe performatives
describedabove,wedescribetheinteractionprotocolsfor trustman-
agementin oursystem.
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Figure1: Our trust ontology asa classhierarchy

� RequestInteractionProtocol
This interactionprotocolallows the initiator to requestthe
useof anotheragent’s service. The initiator sendsthe re-
cipienta requestmessage.Similar to FIPA, someresponses
arenot-understood,refuse,agree,failure, inform-done,and
inform-ref [5]. However dependingon thekind of verifica-
tion beingperformedby the recipient,the responsescould
also include CredentialRequired. The senderwould now
haveto resendits requestwith thenew credentialsin orderto
gainaccessto theservice.

� RequestPermissionInteractionProtocol
An agentusesthis protocolto requestanotheragentto del-
egatecertainabilities to it. The initiator startsthe protocol
by sendingtherecipientaRequestPermissionmessage.The
responsesfrom therecipientincludenot-understood,refuse,
agree,failure,andDelegate.

� RequestVerificationInteractionProtocol
The initiator usesthis protocol when it is unableto verify
somecredentialsandrequirestherecipientto verify thecre-
dentialson its behalf.Theinitiator startsthis interactionpro-
tocol by sendinga RequestVerificationmessage.Thevalid
responsesto this messagearenot-understood,refuse,agree,
failure,inform-done,andinform-ref.

8. ONTOLOGIES
Our infrastructureusesontologiesexpressedin DAML+OIL to

representsecurityinformationandpoliciesin amulti-agentsystem.
Wehavedesignedanontologyfor trustandsecurityinformation

in this system,which is illustratedin FigureOne. The root of the
ontology is divided into State,Entity andAction. Statecontains
all informationpertainingto thecurrentstate.It currentlyhasone
subclass,Proposition,which is further sub-classifiedinto Permis-
sion, Obligation,andBelief. Propositionsareclausesthat have a
truth value in the system. An Entity could eitherbe an Agent or
anObject.An objectcanbeextendedto definedomainspecificre-
sourceslike credentials,files, computers,printers,etc. An Action
is associatedwith a setof Objectsor resources.Speechactslike
RequestsandDelegationsareextensionsof Actions.

The ontology specificto agentsystemsextendsthe main trust
ontology with information relatedto FIPA platforms; registeran
agent,deregisteranagent,search,create,agentservice,etc. asac-
tions andcertificates,platformaddress,network address,network
protocolusedetc. asobjects.FigureTwo shows partof theAgent
ontology.

9. POLICY
ThesecuritypoliciesarebasedontheAgentontology. Eachplat-

form andagentfollows a securitypolicy. A securitypolicy may

containrulesfor verifying certificatesandcredentials,accesscon-
trol, anddelegation. Rulesfor verifying certificatescouldspecify
whichcertificateauthoritiesaretrusted,andtheprocedureinvolved
in verifying differentkindsof certificates,basedon theCA, princi-
pal,agentetc. Rulesfor accesscontrolwill statethecredentialsan
agentmusthave for acertainaccessright. Thepolicy alsocontains
rulesthat describethe way delegationsandrevocationspropagate
in thesystem,how re-delegationsarehandled,how prohibitionsaf-
fect accesscontrolanddelegationsandhow revocationsshouldbe
managed.For example,if a delegation is revoked, shouldall the
agentsthatthedelegateedelegatedto, losetheaccessright aswell
or canthey keepit andwhethera prohibitionis givenpriority over
a delegationwhile decidingaccessrights.

Our defaultpolicy definescertainrulesaboutthepropagationof
delegationsso that all constraintsin the delegationchainareap-
plied beforeanagentcangainaccessto a service.If a certainlink
in thedelegationchainfails or the right is revoked, the restof the
chainafter this failed link losestheaccessright aswell. This de-
fault policy also includesrules for the mechanismsof credential
verificationandbeliefmanagement.

10. PREVIOUS WORK
We have previously developedtwo securitysystemsbasedon

distributedtrust management- an agent-basedsupplychainman-
agementapplication[12] and an agent-mediatedpervasive com-
putingenvironment[13, 19]. During their implementationwehave
refinedour trustmanagementconceptsanddevelopedseveralpro-
gramsin logic for handlingthepropagationof delegation,andval-
idatingrequests.

10.1 Security for Supply Chain Management
Systems

We successfullyimplementeda trust basedframework for the
ExtendedEnterpriseCOalitionfor IntegratedCollaborative Manu-
facturingSystems(EECOMS)project,which is aimedatproviding
a setof technologiesfor integratedsupplychainandbusinessto
businesselectroniccommerce[10]. A supplychainmanagement
systemconsistsof groupsof buyersandsellersthat needto open
up their internalsystemsto eachother in a secureway. In other
words,asupplychainmanagementsystemconsistsof anetwork of
heterogeneousagentsthat interactto performcertainactionsthat
mayor maynot needauthorization.Themainproblemis guaran-
teeingthe authenticityof requestsbetweentheseagents,whether
within a company or betweenoneor morecompanies.

Our systemsetsup authorizationand delegation rules, so that
the information in the SCM may be accessedonly by authorized
agents. Specialintelligent agentscalled security agents are re-
quiredfor authenticationandauthorizationwithin a particulardo-
main, and are trustedwithin the company and by the companys
buyersandsellers.They alsorepresentthecompany in somesense.
Thesecurityagentsof acompany enforcethecompany policy. This
policy describescertainrulesfor rights,delegationandfor reason-
ing aboutthem. Thepolicy is not changedfrequentlyandusually
involveshumanintervention.Agentswithin a company possessan
identity certificatethat is signedby a trustedCertificateAuthor-
ity. Agentswithin a company canbeauthenticatedby thesecurity
agentsthroughtheir ID certificates.

In orderto allow thebuyer’s employeesto accesscertaininfor-
mationwithin its company, thesecurityagentof thesellergivesthe
securityagentof thebuyer thepermissionto accessthat informa-
tion, andthe ability to delegatethis right. To propagatethis trust
within its own company, the seller’s securityagentdelegatesthis
right to someof its employeesbasedon thepolicy. Dependingon
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<?xml version="1.0" encoding="UTF-8" ?>

<rdf:RDF
     xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"
     xmlns:rdfs="http://www.w3.org/2000/01/rdf-schema#"
     xmlns:daml="http://www.daml.org/2001/03/daml+oil#"
     xmlns:dtrust = "http://daml.umbc.edu/ontologies/trust-ont#"
>
<daml:Ontology>
         <daml:Class rdf:ID="Date">
               <daml:equivalentTo>http://daml.umbc.edu/ontologies/
calendar#Date</daml:equivalentTo>
         </daml:Class>
         <daml:Class rdf:ID="String">
                <daml:equivalentTo>http://www.daml.org/2001/03/
daml+oil#Literal</daml:equivalentTo>
         </daml:Class>
</daml:Ontology>

<!-- SubClass of Objects; Certificate  -->
<rdfs:Class rdf:ID="Certificate">
        <rdfs:subClassOf rdf:resource="dtrust:Object"/>

 <rdfs:label>Certificate</rdfs:label>
 <rdfs:comment>
      This subclass contains information about Certificates
 </rdfs:comment>
 <daml:Restriction>

                    <daml:onProperty rdf:resource="dtrust:Affiliation"/>
                    <daml:toClass rdf:resource="#Organizations"/>

 </daml:Restriction>
</rdfs:Class>

<!-- Properties of Certificates -->
<rdf:Property rdf:ID="CA">
       <rdfs:domain rdf:resource="dtrust:Agent"/>
</rdf:Property>
<rdf:Property rdf:ID="Principal">
      <rdfs:domain rdf:resource="dtrust:Agent"/>
</rdf:Property>
<!-- more properties  ..... -->

<!-- SubClass of Certificates; ID, Trust, Delegation  -->
<rdfs:Class rdf:ID="IDCertificate">
        <rdfs:subClassOf rdf:resource="#Cerificate"/>
        <rdfs:label>IDCertificate</rdfs:label>
        <rdfs:comment>

This subclass contains information about ID Certificates
        </rdfs:comment>
</rdfs:Class>
<rdfs:Class rdf:ID="TrustCertificate">
        <rdfs:subClassOf rdf:resource="#Cerificate"/>
        <rdfs:label>TrustCertificate</rdfs:label>
        <rdfs:comment>
            This subclass contains information about Trust
            Certificates
        </rdfs:comment>
</rdfs:Class>
<rdfs:Class rdf:ID="DelegationCertificate">
        <rdfs:subClassOf rdf:resource="#Cerificate"/>
        <rdfs:label>DelegationCertificate</rdfs:label>
        <rdfs:comment>

This subclass contains information about Delegation
              Certificates
        </rdfs:comment>
</rdfs:Class>

<!-- Properties for Trust Certificate -->
<rdf:Property rdf:ID="Roles">
       <rdfs:domain rdf:resource="dtrust:Object"/>
</rdf:Property>
<rdf:Property rdf:ID="PublicKey">
       <rdfs:domain rdf:resource="dtrust:Object"/>
</rdf:Property>
<rdf:Property rdf:ID="StartDateTime">
       <rdfs:domain rdf:resource="#Date"/>
</rdf:Property>
<rdf:Property rdf:ID="EndDateTime">
       <rdfs:domain rdf:resource="#Date"/>
</rdf:Property>
<!-- more properties ...-->

<!-- Subclass of Object -->
<rdfs:Class rdf:ID="Organization">
       <rdfs:subClassOf rdf:resource="dtrust:Object"/>
       <rdfs:label>Organization</rdfs:label>
        <rdfs:comment>

This subclass contains information about organizations
        </rdfs:comment>
</rdfs:Class>

<!-- Subclass of Actions; RegisterWithAMS -->
<rdfs:Class rdf:ID="RegisterWithAMS">

<rdfs:subClassOf rdf:resource="dtrust:Action"/>
<rdfs:label>RegisterWithAMS</rdfs:label>

        <daml:Restriction>
              <daml:onProperty rdf:resource="dtrust:Actor"/>
              <daml:toClass rdf:resource="dtrust:Agent"/>
        </daml:Restriction>
</rdfs:Class>

<!-- Properties of RegisterWithAMS -->
<rdf:Property rdf:ID="IDCertificate">

<rdfs:range rdf:resource="#IDCertificate"/>
</rdf:Property>
<rdf:Property rdf:ID="RegisterMessage">

<rdfs:range rdf:resource="#String"/>
</rdf:Property>
<!-- more properties ... -->

<!-- Subclass of Actions; QueryDF -->
<rdfs:Class rdf:ID="QueryDF">

<rdfs:subClassOf rdf:resource="dtrust:Action"/>
<rdfs:label>QueryDF</rdfs:label>

        <daml:Restriction>
              <daml:onProperty rdf:resource="dtrust:Actor"/>
              <daml:toClass rdf:resource="dtrust:Agent"/>
        </daml:Restriction>
</rdfs:Class>

<!-- Properties of QueryDF -->
<rdf:Property rdf:ID="TrustCertificate">

<rdfs:range rdf:resource="#TrustCertificate"/>
</rdf:Property>
<rdf:Property rdf:ID="QueryString">

<rdfs:range rdf:resource="#String"/>
</rdf:Property>
<!-- more properties ... -->

</rdf:RDF>

Figure2: This imageshowsa portion of the Agent SystemOntology. Registration of an agent,deregistration of an agent,querying a
DF, etc. areall subclassesof the Action classin our Trust Ontology. Similarly , certificates,addresses,organizationsetc. aresubclasses
of the Object classin our Trust Ontology.

the previous delegations,the employeescan further delegatethis
right to otheremployees,forming a chainof delegation from the
buyer’s securityagentto the seller’s securityagentto the seller’s
employees.If atany pointadelegationfailsor is revokedtheaccess
cannotgo through.Thesameholdsif thesituationis reversedand
thesuppliergivesthebuyeraccessto someof its resources.Delega-
tion chainsshouldalwaystracebackto asecurityagentto bevalid.
Securityagentsareresponsiblefor all accessesoriginatingfrom its
company andact asgateways. All accessto informationoutside
thecompany mustgo througha securityagent.This agentwill au-
thenticatetherequester, checkthedelegationchainandverify that
therequesterhastheright to accesstherequestedinformation.The
securityagentcreatesanauthorizationcertificatefor therequesting
agent,thattherequestingagentcanusefor access.

This framework led us to view trust managementasa very ef-
fective methodfor resolvingseveral issuesrelatedto security in
distributedsystems.

10.2 Security for PervasiveSystems
WehavedesignedandimplementedVigil, asecurityframework,

which provides securityand accesscontrol in pervasive systems
[13]. Vigil hasbeenoptimizedto work in SmartSpaces, which is
a specificinstanceof pervasive environments.A SmartSpaceenvi-
ronmentprovidesservicesandresources,thatuserscanaccessus-
ing someshortrangewirelesscommunicationssuchasBluetooth,

IEEE 802.11,or Infrared,via any hand-helddevice,within a Vigil
canalsobe usedin wired systems,but the focal point of our re-
searchis thesecurityin dynamic,mobilesystems.Vigil is designed
sothatclientscanmove, attach,detach,andre-attachat any point
within theframework.

Our infrastructureis designedto minimize the loadon portable
devicesandprovide a mediaindependentinfrastructureandcom-
municationprotocol for the provision of services. Vigil, in ad-
dition to solving the issueof controlling accessto servicesin a
SmartSpace, alsoaccommodatesusersthatareforeignentities,that
is entitiesthat arenot known to the systemin advance. In many
conventionalsystems,accessrights arestatic; agentsarenot able
to requestpermissionto accessaServiceto which they arenotpre-
authorized. To overcometheseissues,we have incorporatedthe
Vigil SecurityAgent. This SecurityAgentallows agentsto askfor
accesspermissionandotheragentsto actuallydelegaterights that
they have. This extendsthesecuritypolicy in a securemanner, as
only agentsthathave thepermissionto delegate,canactuallydele-
gate.

TheVigil systemisdividedintoSmartSpaces, andeachSmartSpace
usesoneor moresecurityagentsto maintainsecurity. The Secu-
rity Agent is responsiblefor maintainingdistributed trust in the
Vigil system. It enforcesthe securitypolicy of the organization
or SmartSpace.It interpretsthepolicy to providecontrolledaccess
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to Servicesandusesdistributed trust asa moreflexible andeas-
ily extensiblepolicy basedmechanism.Thereis generallya global
policy associatedwith the organizationanda local policy associ-
atedwith a SmartSpace.All securityagentsin the organization
will enforcetheglobalpolicy andwill additionallyenforcea local
policy, which is specificto theSpace.A policy includesrulesfor
role assignment,rulesfor accesscontrol, andrulesfor delegation
andrevocation.

TheSecurityAgentusesaknowledgebaseandsophisticatedrea-
soningtechniquesto handlesecurityanddistributedtrust. On ini-
tialization, it readsthe policy andstoresit in a Prologknowledge
base. All requestsare translatedinto Prolog,and the knowledge
baseis queried.Thepolicy containspermissionswhich areaccess
rightsassociatedwith roles,andprohibitionswhichareinterpreted
asnegativeaccessrights.Thepolicy alsocontainsrulesfor roleas-
signments,accesscontrolanddelegation.A userhastheability to
accessa serviceif theuserhasnot beenprohibitedfrom accessing
theserviceby anauthorizedentityandif it eitherhastherolebased
accessright or if someauthorizedentity hasdelegatedthis right to
it. An entity canonly delegateanaccessright thatit hastheability
to delegate.

Whena userneedsto accessa servicethat it doesnot have the
right to access,it requestsanotheruser, who hasthe right, or the
serviceitself, for thepermissionto accesstheService.If theentity
requesteddoeshave the permissionto delegatethe accessto the
Service,the entity sendsa delegatemessage,signedby its own
privatekey, alongwith its certificate,to theSecurityAgentandthe
requester. The SecurityAgent checksthe roles of the delegator
and the delegateeand ensuresthat the delegator hasthe right to
delegate,andthatthedelegationfollows thesecuritypolicy. It then
addsthepermissionfor theClient to accesstheService,but setsa
very shortperiodof validity for the permission.Oncethis period
is over, TheSecurityAgenthasto reprocessthedelegation.This is
very usefulincaseof revokedcertificates,delegationsor rights. If
any oneentity in thedelegationchainlosesthepermission,thenit
is propagateddown the chainvery quickly, till everyoneafter the
entity losestheability. Everytimea ServiceBroker asksaboutthe
delegatedrightsof the client, the SecurityAgent sendsbackonly
valid permissions.

11. SUMMARY
In this paperwe presentthedesignfor a securityframework for

multi-agentsystemsbasedon trustmanagement,thedelegationof
permissionsandcredibility. We believe thatotherinterestingcon-
ceptslike reputationsandobligationscanalsobebuilt in oncethe
basicframework is developed. This approachis particularlyuse-
ful in openenvironmentin which agentsmust interactwith other
agentswith which they arenot familiar. Researchin securityfor
multi-agentsystemsoftentendsto focuson a limited subsetof the
securitychallengesof MAS. We believe our modeladdressessev-
eralprominentsecurityissuesassociatedwith theseagentenviron-
mentsandprovidesa comprehensive trustbasedsolution.
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